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Dear Candidates and Voters,

As a new decade begins, the United States faces a range of national
security challenges—some familiar, some not so familiar—that
demand innovative solutions.

How will we defend our critical computer network infrastructure
against constant and intensifying cyber attacks?

How will we care for the brave men and women who have served in
Iraq and Afghanistan as they return home?

How will we modernize our nuclear weapons system to maintain a
strong deterrent and continue working to combat proliferation?

How will we improve homeland security operations to continue
protecting the nation against terrorist attacks?

And how does the national debt impact national security?

Business Executives for National Security (BENS) is proud to offer
this guidebook for innovative solutions to these problems. For

more than a quarter century, BENS has worked with government
officials, the military and leaders from both political parties to help
build a more secure America through insights, expertise and best
practices of the private sector. Our recommendations continue to be
embraced by Democrats and Republicans alike.

If you need additional information on any of the topics in this
guide, please visit our website at www.bens.org or contact us at
202-296-2125, fax 202-296-2490, or email at bens@bens.org.

incerely,

Montgmeneral,E:SA (Ret.)

President & CEO
Business Executives for National Security
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Innovative Ideas for Securing America

National Security is Everybody’s Business

With terrorists targeting the homeland, hackers attacking our computer
networks and critical infrastructure, and a fragile economy and growing
national debt threatening our financial stability, America faces a wide
array of difficult national security challenges as a new decade begins.

Despite the many threats, keeping the United States strong and safe
is no longer the sole responsibility of the government and military.
Protecting our country and communities requires the involvement of all
Americans. Every citizen has an opportunity—and a responsibility—to
help.

Today'’s threats and challenges—to our national security, our homeland
security, our energy security and our cyber security—require flexible,
creative solutions that can only be realized through greater cooperation
between the public and private sectors.

Indeed, the private sector has a unique opportunity to contribute. The
same entrepreneurial spirit that has transformed American business in
recent decades can help transform the business of national security—
how the United States government and our armed forces meet and
defeat the security threats to our country.

Among the forces that threaten the United States and its interests are those that
blend the lethality and high-tech capabilities of modern weaponry with the power
and opportunity of asymmetric tactics such as terrorism and cyber warfare ...
Countering such threats requires us to adapt traditional roles and responsibilities
across the national security spectrum and craft solutions that leverage the
capabilities that exist both inside and outside of government.

— Quadrennial Homeland Security Review, U.S. Department of Homeland
Security, February 2010

Keeping America Strong

To meet the security challenges of our time, our government—including
our military—must be structured and strengthened to ensure that it

is capable of responding quickly and decisively to the missions of the
21st century. The same business practices and innovations that built
American companies into global leaders can help strengthen our national
security apparatus. For example:

e By applying business practices that allow American companies to
improve efficiency, the Pentagon can build the military needed to
fight modern wars and ensure that U.S. forces get the equipment
they need faster, better and cheaper.
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e By using management principles that enable American executives
to streamline and strengthen their companies, the government can
increase retention of key national security personnel and improve
oversight of homeland security functions.

e By harnessing the technological innovation of the private sector, the
government and military can reduce their dependence on foreign oil
through clean, renewable and cost-effective energy solutions.

Keeping America Safe

Protecting our nation against terrorist attacks or natural disasters is too
massive a task for government alone. With most of America’s critical
infrastructure—the Internet, telecommunications, energy and water
supplies—controlled by the private sector, business must be a partner
in preventing, preparing for and responding to catastrophic events. For
example:

e The same resources and knowledge that make American businesses
able to effectively serve customers can help local communities
prepare for and recover from terrorist attacks and natural disasters.

e The same private-sector technological expertise that transformed
the American economy and ushered in the digital age can help the
U.S. government and military combat cyber attacks and espionage.

e The same innovation that has led to America’s prosperity and global
leadership in business and industry can help the U.S. keep our
military and civilian national security organizations the strongest in
the world.

“Our security and leadership does not come solely from the strength of our arms.
It derives from our people—from the workers and businesses who will rebuild
our economy; from the entrepreneurs and researchers who will pioneer new
industries; from the teachers that will educate our children, and the service of

those who work in our communities at home ... and from the men and women in
uniform who are part of an unbroken line of sacrifice that has made government
of the people, by the people, and for the people a reality on this Earth”

— President Barack Obama, December 1, 2009

Drawing on the experience and proven practices of the private sector,
the following pages offer innovative solutions to urgent national security
challenges facing the United States. Because—now more than ever—
national security is everybody’s business.

Business Executives for National Security 2
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Defending Cyberspace

The Challenge:

America’s dependence on computers and networked information
systems leaves every aspect of our society—including government,
the military, business and infrastructure—highly vulnerable to cyber
attacks.

Hackers—many of them serving foreign intelligence or criminal
interests—are increasingly probing, penetrating and trying to steal
information or disrupt U.S. government and private-sector computer
systems. More worrisome is the prospect that terrorists or hostile
nations could trigger a large-scale shutdown of national computer
networks—an “electronic Pearl Harbor.”

The private sector, which owns and operates most of the information
networks in the U.S., must be a partner with government in
addressing this threat.

“When this country was founded, enemy ships crossed the oceans in days.
By World War II, aircraft crossed in hours. During the Cold War, missiles
could do it in minutes. Now, cyber attacks can strike in less than the blink

of an eye. In the face of this threat, the U.S. military must be ready to
defend our country at network speed.”

— Deputy Secretary of Defense William Lynn, June 3, 2010

The Current Approach:

Rather than forging a true partnership with industry that welcomes
the full insights of the private sector, the government has often
attempted to dictate terms and cyber security regulations to the
private sector.

While President Obama deserves credit for appointing the nation’s
first Cybersecurity Coordinator, overall responsibility for national
cyber security policy and structures is still spread too widely through
the executive branch, with too little coordination between agencies
and with the private sector—while congressional oversight of cyber
security policies remains diffused across multiple committees.
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A New Approach:

e Government and business should work together to:

- Build awareness among corporate leaders that cyber attacks are
increasing, particularly foreign-sponsored commercial cyber-
espionage;

- Establish means to better identify vulnerabilities and actual cyber
threats; and

- Develop plans and procedures to share information and help
recover from attacks.

e Rather than dictating rules and regulations, government should take
a more collaborative approach to cyber security and engage the
computer security industry’s extensive expertise. Better information
sharing will aid law enforcement efforts and help to identify best
preventive practices.

“America’s economic prosperity in the 21st century will depend on cyber
security. And this is also a matter of public safety and national security ... our
defense and military networks are under constant attack ... we're not as prepared

as we should be ... We can and we must do better ... From now on, our digital
infrastructure ... will be treated as [it] should be: as a strategic national asset.”

— President Barack Obama, May 29, 2009

Frequently Asked Questions:

Wouldn't it be easier if the U.S. government and private sector each
simply focused on protecting their own computer networks?

Neither government nor business can address this challenge alone.
Private industry owns and operates most of the nation’s computer
networks. But only government—which enforces relevant laws and
regulations—has the intelligence resources vital to disrupting foreign-
sponsored or terrorist-originated cyber attacks. Addressing cyber
threats requires close and continued cooperation between both parties.

Which government agencies are responsible for cyber security? How
could they improve their engagement with the private sector?

In June 2009, the U.S. Cyber Command was created to focus on
protecting all Defense Department networks and to replace a number of
existing defense organizations with responsibility for cyber security. The
Department of Homeland Security is responsible for protecting private
and federal civilian networks, in consultation with the FBI.

For public-private cyber security cooperation efforts to work, the
government needs to enhance public awareness of the cyber threat,
including at the leadership level of American industry. Federal agencies
need to be more forthcoming with business about the nature of the threat,
while business needs to share more information with the government.

Business Executives for National Security 4
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Building Resilient Communities and a
Stronger Nation

The Challenge:

e Our nation faces the certainty of experiencing disaster and disruption
from a variety of causes. In the past year alone, Americans have
witnessed natural disasters, the failure of aging infrastructure and
catastrophic industrial accidents, a dramatic surge in cyber crime,
attempted acts of terrorism and the menace of a flu pandemic.

e No matter how extensive the role of government in securing the
homeland and protecting the safety of its citizens, government can
never prevent or protect against every possible threat.

e A community hit by catastrophe may have to wait for outside
assistance for 24 to 72 hours—or longer. The federal government
has neither the resources nor the capability to rescue every affected
community in a large-scale disaster.

“The overwhelming majority of Americans live in places where the occurrence
of a natural disaster is a matter of not if, but when. And terrorist groups’ targets
of choice are noncombatants and infrastructure. These are hazards that can be
managed only by an informed, inspired, and mobilized public.”

— Dr. Stephen E. Flynn, President, Center for National Policy, March 2008

The Current Approach:

e Most Americans expect the government to plan for and manage
emergencies on their behalf, but the vast majority of “first
responders” in a disaster are ordinary citizens: family, colleagues,
neighbors or strangers at the scene.

e Relying exclusively on top-down federal control of disaster
management is neither practical nor tailored to the needs of
individual communities.

e Many federal, state and local regulations that serve a valid purpose
under normal conditions can become major impediments during
times of disaster—inhibiting a rapid, coordinated response.

e Despite recent progress in strengthening "Good Samaritan”
protection in some states, there remains significant risk of legal
liability for private businesses and organizations that assist during
disasters.
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A New Approach:

e Encourage a sense of individual and community responsibility
among Americans to prepare for disasters.

e Recognize that national resilience begins in local communities
as an inclusive, decentralized process—involving individuals,
organizations, businesses and civil society, as well as government.

e Enable, incentivize and support resilience-focused public-private
collaboration.

e Address legal liability and other regulatory barriers that limit the use
of private-sector capabilities during disaster planning and response.

The challenge is to foster a society that is robust, adaptable, and has
the capacity for rapid recovery. In this context, individuals, families, and
communities—and the systems that sustain them—must be informed, trained,
and materially and psychologically prepared to withstand disruption, absorb

or tolerate disturbance, know their role in a crisis, adapt to changing
conditions, and grow stronger over time.

— Quadrennial Homeland Security Review,
U.S. Department of Homeland Security, February 2010

Frequently Asked Questions:

If disaster preparedness and resilience begin at the local level, what is
the role for the federal government?

Initial responsibility for managing domestic disasters falls on state and
local authorities, with federal assistance authorized when state and local
resources are overwhelmed. The federal government provides national
coordination and should support state and local governments with
information, technical assistance and resources, with the flexibility to
adapt to changing local needs and priorities.

What is the best way to make disaster resilience a nationwide priority?
Building a resilient nation will require changing the widespread
expectation that disaster victims will be cared for by the federal
government, that local first responders will always be readily available
and that disaster management is solely government’s responsibility.
We must mobilize a culture shift in which individual citizens and
communities harness their collective capabilities to care for themselves
and one another.

Business Executives for National Security 6
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Taking Care of Our Nation’s Veterans
and Their Families

The Challenge:

Nearly 2 million brave men and women have served our country in
the Irag and Afghanistan wars—the longest conflicts ever fought by
the all-volunteer military.

With hundreds of thousands of service personnel returning home
each year, the challenge of helping veterans and their families
succeed in civilian life is daunting.

After returning home many veterans struggle to find work, medical
care and other needed services—while tens of thousands grapple
with permanent injuries.

“We've lost over 5,000 in these wars ... And we've got tens of thousands
with physical wounds and hundreds of thousands that have suffered in
stressful conditions. And I believe we as a country owe them a debt. In
communities throughout the land...there’s a sea of good will out there and I
think we need to be able to connect communities to those who've served ...
to make sure ... they’re able to live out their [lives].”

— Chairman of the Joint Chiefs of Staff Adm. Mike Mullen, January 6, 2010

The Current Approach:

Both the government and private sector have invested hundreds

of millions of dollars to help returning service members, but the
effectiveness of veterans programs varies greatly and they are not
coordinated to ensure the best response to meet all veterans’ needs.

Numerous organizations share responsibility for helping veterans
return to civilian life, making it difficult for veterans to understand
and navigate the many available options.

Traditional methods of assisting veterans are inadequate because
the newer generation of veterans communicates and evaluates
information differently than past generations.
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A New Approach:

e \eterans’ needs must be identified at the regional, state and local
levels so that resources and services are focused where veterans
and their families need them.

e Greater coordination and partnership are needed among veterans
service providers—including the government, non-profit and private
sectors—to effectively marshal resources and see that needs are met.

e \eterans need a one-stop, easy-to-use resource that helps them
find services and career training.

New mechanisms and collaborative approaches are needed to provide a
continuum of [veteran] services from national to state to local levels, and
across governmental, private and non-profit organizations.

— “Veterans Reintegration: A View from the States,” February 2010

Frequently Asked Questions:

Where can veterans go to find help in their communities and how do
they know which service providers or programs are effective?

Services like WarriorGateway.org are emerging to help veterans find the
help they need through customer-focused technology that allows them
to rate and review the services they use.

Isn’t taking care of veterans the job of the government?

The nearly 2 million military servicemen and women that have recently
served in Iraq, Afghanistan and other locations join more than 20 million
veterans already in federal, state and local social, welfare and health
systems. Successfully reintegrating veterans is a task too daunting for
one agency or organization—it requires coordination and collaboration
among public, private and non-profit partners.

Business Executives for National Security 8
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Improving America’s Energy Security

The Challenge:

e As today’s persistently high gas prices remind us, the United States
remains highly dependent upon oil, which accounts for more than 40
percent of America’s energy consumption.

e Nearly two-thirds of the oil consumed in the U.S. is imported, much
of it from countries hostile to U.S. interests or vulnerable to political
or economic instability.

e With energy demand in China and India predicted to quadruple
over the next 25 years, the price of oil will continue to increase,
restricting U.S. economic growth and directly impacting military
readiness.

During our decades of service in the U.S. military, we witnessed some
of the impacts of America’s energy choices ... Our dependence on foreign
oil reduces our international leverage, places our troops in dangerous global
regions, funds nations and individuals who wish us harm, and weakens
our economy; our dependency and inefficient use of oil also puts our troops

at risk ... we have found that the best approaches to energy, climate change,
and national security may be one and the same.

— “Powering America’s Defense: Energy and Risks to National Security;”
Center for Naval Analysis - Military Advisory Board, May 18, 2009

The Current Approach:

e America’s oil dependence requires a sizeable and costly U.S. military
presence to stabilize oil-producing regions of the world and to
secure key waterways, such as the Persian Gulf, that are highly
vulnerable to a terrorist attack.

e Such an attack could disrupt supply and likely trigger an energy
crisis.

Reducing America’s dependence on foreign oil has not been a top
U.S. foreign and national security priority.

Secretary of Defense Robert Gates has appointed senior officials
to work on reducing the military’s energy demand. This is a very
positive step, but the Department of Defense still lacks a strategic
or unified plan to manage energy consumption across the armed
forces.
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A New Approach:

e The federal government should work with industry to promote
investments in new energy technologies, expand the use of
alternative fuels, establish higher efficiency standards in vehicles,
buildings and household appliances, and expand environmentally
responsible domestic exploration and nuclear energy production.

e The U.S. should work with other nations to improve security for
existing refineries, pipelines and transportation routes and offer
counterterrorism expertise and training to at-risk oil-producing
nations to enhance security.

e The Pentagon should become a national model for energy efficiency
by investing in and embracing energy-efficient technologies and
practices.

“If there ever was a time to help steer America and the world towards a
path of sustainable energy, now is the time ... We have the potential
to make buildings 80% more efficient ... We will invent much improved methods
to harness the sun, the wind, nuclear power, and capture and sequester the carbon

dioxide emitted from our power plants. Advanced bio-fuels and the electrification
of personal vehicles make us less dependent on foreign oil”

— Secretary of Energy Steven Chu, June 4, 2009

Frequently Asked Questions:

Is total energy independence possible?

Almost certainly not, at least for several decades. Therefore, we must
focus on developing strategies to better manage the consequences of
our continued dependence on oil—particularly oil from unstable foreign
regions. At the same time, America must begin the long-term process
of transitioning to an economy that is less reliant on petroleum.

Is the Department of Defense doing a good job of managing its energy
usage?

While the Pentagon is working to manage its relatively small energy
usage at bases and testing alternative fuels for aircraft, less is being
done to reduce consumption by combat forces—which accounts for the
vast majority of defense energy needs.

Business Executives for National Security 10
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Spending Smarter at the Pentagon

The Challenge:

e In recent years, generous defense budgets and funding for the wars
in Irag and Afghanistan have taken the urgency out of reforming
defense business practices to make taxpayer dollars go further.

e Military operations like logistics and transportation—the “business”
side of defense spending—have grown 7 percent each year for the
past decade, consuming some 40 percent of the total defense budget.

e Resources for the military will likely shrink in the coming years
as federal non-discretionary spending grows due to entitlement
programs and attention turns to reducing the national debt—
requiring the Defense Department to find savings that can be
redirected to the warfighter.

A centerpiece of [US] defense strategy is its focus on reforming how the [Defense]
Department operates ... As past Administrations have learned, successful reform
... is difficult and ongoing efforts are at different stages of maturity.

— Quadrennial Defense Review, U.S. Department of Defense, February 2010

The Current Approach:

e The Pentagon proposes to “rebalance” the military’s force structure
to focus on the wars we are in today, but the affordability of its
2011 spending plan is questionable and it makes few tradeoffs in
any area, including weapons procurement. Further, an initiative to
save $100 billion in the Pentagon’s operations lacks specific goals
and targets.

e The Defense Department is adding 20,000 new acquisition positions
to its workforce, but unless it streamlines the costly, inefficient and
slow process of acquiring goods and services, the added workers will
only contribute to more rules and more bureaucracy.

e A shift in the military services—particularly the Air Force—toward
“insourcing” work previously done through contracting with the
private sector has not been thoroughly nor transparently analyzed
to determine whether it will truly save money.

e As Defense Base Closure and Realignment (BRAC) begins to wind
down in 2011, the Defense Department will not have the ability to
adapt its facilities and installations for the military force it envisions,
resulting in imbalances and inefficiencies.
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A New Approach:

e The Defense Department needs a business plan that connects its
strategy to its budget, linking the military force America needs and
its missions with available resources.

e To achieve improvements in performance, cost and delivery
timeframes of new weapons, the acquisition process should involve
warfighters who understand combat, engineers who understand
technology and financial experts who can accurately measure the
costs.

e The Defense Department should transparently and comprehensively
justify insourcing, while carefully weighing the risk that doing so will
diminish the private industries on which the military relies.

e Congress should consider legislation for a new round of BRAC in
2013 that promotes savings by shedding excess and obsolete bases
and facilities—allowing the military to configure its infrastructure to
fight modern wars.

“The pending [defense budget] request contains so little discipline that a
freeze could be imposed without any negative effect on our national
security. Most critically, planning and budgeting are about setting priorities

and making tradeoffs. Unlike any other federal department, the Pentagon
has escaped this requirement during the past decade.”

— Gordon Adams and Matt Leatherman of the Stimson Center, April 28, 2010

Frequently Asked Questions:

Failures in the defense acquisition process are well-publicized and
historically resistant to change. How can future acquisition programs be
guaranteed of success?

Programs should not be initiated until the requirement is clear, funding
(including adequate reserves) is available, the technology is proven and
the weapon or service’s intended use is well-defined.

Why can’t the Defense Department be run like a business?

No one will make a convincing case that the deployable side of the
Defense Department—the warfighters on the battlefield—should

be run as a business. But the Operations and Support side, which
consumes almost 70 percent of the military’s annual budget, is largely
geographically fixed and structured like a business with logistics,
transportation, finance and human resources. Those elements of the
Defense Department can and should adopt best-business practices.

Business Executives for National Security 12
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Streamlining Homeland Security

The Challenge:

e The Department of Homeland Security (DHS), which includes 22
agencies, is overwhelmed by Congressional oversight from over 80
committees and subcommittees. DHS officials testify at hundreds
of hearings and conduct thousands of briefings for congressional
committees each year. No business could operate effectively if it had
to answer to dozens of boards of directors—and neither can DHS.

e  Turf wars, cultural conflicts and interagency competition hamper
the department’s ability to share information and to plan for and
respond to crises.

e While improving, attracting and retaining quality personnel
continues to be difficult for the department, which has struggled to
fill lower-level staff jobs and suffers from high turnover, especially
among senior officials.

“The many obstacles Congress and both the Bush and Obama administrations
have thrown in front of the department kept it from playing a more proactive role
in safe-guarding the homeland ... Congress could start taking the department
seriously by consolidating oversight from many dozens of committees and
subcommittees to something more streamlined.”

— James Jay Carafano of the Heritage Foundation, January 8, 2010

The Current Approach:

e Homeland security oversight committees in the House and the
Senate must compete with other committees for oversight over key
DHS agencies, such as the Transportation Security Administration
and the Coast Guard.

e Fragmented congressional oversight impacts the department’s
effectiveness and hinders needed internal changes in budgetary and
personnel priorities.

e The department is forced to fill positions with temporary contractors
because its retention rate and job satisfaction levels are consistently
among the lowest in the federal government.
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A New Approach:

e Congress should consolidate oversight of all homeland security
operations in its homeland security and appropriations committees
in both the House and Senate.

e DHS should expand crisis response exercises that foster cooperation
among DHS and other federal government agencies and also include
state, local and private sector participation.

e DHS should rotate personnel among different DHS agencies and
headquarters, which could create better interagency cooperation
and reduce attrition, improving the department’s ability to
accomplish its mission.

Without a workforce that has the skills and experience to operate across all
the dimensions of homeland security—prevention, protection, preparedness,
response, and recovery—the nation will not be able to protect itself against
future catastrophes or mange them when they do happen.

— “Managing the Next Domestic Catastrophe (Ready or Not),” Center for
Strategic and International Studies, June 2008

Frequently Asked Questions:

Why does Congressional oversight matter to the average American?
Homeland security deserves the focus and expertise of Congressional
oversight. With numerous Congressional committees and
subcommittees pursuing separate agendas, the present, fragmented
oversight structure provides neither. By streamlining the oversight
structure, members of Congress can ensure the government is more
operationally and financially efficient and—most significantly—strengthen
the nation’s security.

If oversight is so important, why hasn’t Congress already streamlined
itself?

Like any large institution, Congress can be slow to reform. Moreover,
powerful committee members are reluctant to relinquish their influence
over important agencies. But the creation of a single armed services
committee in the Senate and House to oversee the new Department of
Defense in 1947 shows that reform is both possible and necessary.

Business Executives for National Security 14
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Transforming the Nation’s
Nuclear Security Enterprise

The Challenge:

e A safe, secure and reliable nuclear deterrent is necessary for
America’s security, but the current nuclear stockpile is decades old
and deteriorating.

e Due to outdated and costly nuclear laboratories, America faces a
higher risk of an accidental weapon detonation or environmental
disaster.

e There is no long-term plan to update the nation’s nuclear facilities
and no effort underway to acquire the specialized skills needed for
the future nuclear workforce.

The current complex is too old with too many facilities, which were
required for the Cold War security environment, but are no longer necessary
to use or affordable to maintain. Costs are escalating, and special nuclear

materials are stored across too many different sites, which also means the
cost of securing this material is escalating as well.

— National Nuclear Security Administration, May 2010

The Current Approach:

e The Obama administration has proposed modernization of nuclear
laboratories and support facilities, but there is no comprehensive
plan detailing the underlying requirements, costs and timeframes for
updating the infrastructure.

e The government has committed to recruiting and retaining new
scientists and engineers in the nuclear field, but the cost of doing so
is unknown.

e There is no detailed approach for identifying and acquiring key
private-sector skills and capabilities—including manufacturing—
needed to sustain and upgrade the nuclear complex.
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A New Approach:

e Congress should insist that the National Nuclear Security
Administration (NNSA) present a comprehensive transformation plan
that describes the requirements, timeframes and costs for updating
nuclear laboratories and other infrastructure.

e The government must identify the necessary requirements—
including cost—for building a highly skilled nuclear workforce to
avoid a lack of weapons knowledge among the new generation of
scientists and engineers.

e The NNSA should identify the private-sector skills and capabilities
needed to transform the nuclear enterprise.

“As long as nuclear weapons exist, the United States must sustain a safe,
secure, and effective nuclear arsenal—to maintain strategic stability with
other major nuclear powers, deter potential adversaries, and reassure our

allies and partners of our security commitments to them.”

— Defense Secretary Robert Gates, April 2010

Frequently Asked Questions:

What does the new START treaty do to America’s nuclear arsenal?

The new START Treaty reduces America’s nuclear arsenal to 1,500
warheads. The treaty aims to stabilize the strategic balance of the
United States and Russia as the two countries commit to an equal

number of nuclear weapons.

Why do we need to transform the nuclear weapons complex?
Maintaining the complex has become more costly than it should be and
it has also become a security risk. NNSA needs to eliminate or replace
aging facilities that are becoming more expensive to maintain under
today’s safety and security requirements, and consolidate special nuclear
materials at fewer sites in order to reduce escalating security costs.
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Combating Weapons of Mass Destruction

The Challenge:

e Terrorist groups are trying to acquire weapons of mass destruction—
or the materials to make them—with the aim of carrying out attacks
on major American cities.

e As global interest in nuclear power generation grows, so too does
the need to safeguard spent nuclear reactor fuel that could be used
to make rudimentary weapons, or “dirty bombs.”

e An attack on a major U.S. city with a weapon of mass destruction
could cause billions of dollars of damage and hundreds of thousands
of injuries and deaths.

“[T]here is no greater threat to the American people than weapons of mass
destruction, particularly the danger posed by the pursuit of nuclear weapons by

violent extremists and their proliferation to additional states.”

— U.S. National Security Strategy, May 2010

The Current Approach:

e The U.S. government has yet to fully adapt to the threat of terrorists
using weapons of mass destruction and has been slow to identify
and implement actions to keep weapons-grade materials out of the
hands of terrorist organizations.

e Traditional U.S.-Russia arms control negotiations are useful, but
insufficient to prevent terrorists from acquiring weapons of mass
destruction and the materials to make them.

e Despite growing global interest in nuclear energy, the United States
and the international community have no long-term plans for safely
disposing of nuclear fuel.

e The Nuclear Non-Proliferation Treaty (NPT)—the primary treaty
limiting the spread of nuclear weapons worldwide—lacks the
rigorous inspection mechanisms needed to make it effective.
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A New Approach:

e Programs that combat nuclear terrorism should be re-invigorated,
including the Global Partnership Against the Spread of Weapons and
Materials of Mass Destruction, a $20 billion international effort to
control and dispose of nuclear materials and help weapons scientists
find new lines of work.

e The Nunn-Lugar Cooperative Threat Reduction program (CTR),
which has disposed of thousands of WMDs in the former Soviet
Union, needs to be central to weapons non-proliferation efforts.

e As nuclear power generation becomes more prevalent, the U.S.
must proactively address the issue of waste disposal by crafting a
long-term disposal plan and finding alternatives for the abandoned
Yucca Mountain nuclear waste repository project.

e The NPT’s compliance provisions need to be re-evaluated and its
inspection regimes strengthened.

Under the Nunn-Lugar Cooperative Threat Reduction program, Ukraine,
Kazakhstan and Belarus are now nuclear weapons-free. By 2012, the program
intends to have deactivated 9,222 warheads and destroyed 1,669 intercontinental
and submarine-launched ballistic missiles.

— Defense Threat Reduction Agency 2010 Nunn-Lugar Scorecard

Frequently Asked Questions:

With the threat of terrorist organizations using a weapon of mass
destruction, why is there more focus on stopping nuclear proliferation
among nations?

Extending the NPT to potential nuclear weapons states continues to be
critical, but the U.S. 2010 Nuclear Posture Review recognizes for the
first time that the threat from terrorists acquiring a nuclear weapon (or
the fissile material to make one) is greater than that of a nuclear strike
by an adversarial country. Expect to see the safeguarding of nuclear
materials worldwide to take on added importance in the near future.

How likely is it that a terrorist could develop or steal a weapon of mass
destruction?

While developing, buying, or stealing a weapon of mass destruction
remains difficult and costly, terrorist groups like al Qaeda have
demonstrated that they have the will and funds to try. Without U.S.
programs to help secure them, nuclear and radiological materials in
countries around the world and old Soviet stockpiles of deadly weapons
will remain dangerously at-risk.
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Facing the Fiscal Threat to National Security

The Challenge:

e The foundation of America’s national security is our fiscal security—
it allows us to equip our troops, support our allies and pay for
defending the homeland.

e Rising debt and the nation’s current unsustainable spending
trajectory threatens the resources available for our defense.

e As entitlement spending grows in the coming decades, funding for
national defense will likely be reduced.

By 2040, 82 percent of the federal budget will go to [Medicare, Medicaid and
Social Security] spending, nearly 40 percent of our annual national gross
domestic product. The remainder is available for national defense and all other

discretionary spending—down from about 54 percent today.

— Peter G. Peterson Foundation, April 2010

The Current Approach:

e In keeping interest rates at record lows for an historically long
period of time, the Federal Reserve has made it easier for the U.S.
to finance its spending. But if interest rates climb, current spending
patterns will be difficult to maintain.

e Congress remains reluctant to address the fiscal issue seriously,
dividing along predictable party lines on taxes, entitlements and
government spending.

e The current administration is not focused on the long-term fiscal
dilemma, and has instead turned to issues it considers more
manageable: health care, financial regulation and immigration.

e The president appointed a deficit-reduction commission to present
its proposals to Congress by December. It is unlikely that the
required 14 of the 18 members will agree on the final proposals for
them to go forward—and Congress will not be required to vote on
them if they do.
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A New Approach:

e Civic, business and military leaders need to stand up and demand
that their political leaders address the fiscal crisis. Business, in
particular, is notably absent in the debate.

e The U.S. needs to objectively examine federal spending and decide
on national priorities in light of constrained fiscal resources.

e A fiscally sound approach to future spending must be developed so
that the deficit is reduced.

e The national security budget must adjust to steady or declining
financial resources.

“To avoid large and unsustainable budget deficits, the nation will ultimately
have to choose among higher taxes, modifications to entitlement programs
such as Social Security and Medicare, less spending on everything else

from education to defense, or some combination of the above.”

— Federal Reserve Chairman Ben Bernanke, April 2010

Frequently Asked Questions:

What is the primary factor contributing to our national debt?

Health care is the major cost driver of our fiscal crisis. Medicare and
Medicaid today account for 5 percent of GDP and 20 percent of federal
spending. Without reform, by 2080 the two programs will represent
18 percent of GDP—equal to the average annual level of federal tax
revenues.

What will happen to our spending for national defense if nothing is done?
The practical effect is that core defense spending will fall as a
percentage of GDP from nearly 4 percent today to 3 percent in 2019
and from 20 percent of total federal spending today to 11 percent in
2040. The resources for national security will face no real opportunity
for growth and, quite possibly, will see a decline unless other areas of
discretionary spending can be controlled.
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Strengthening the Foundation of
National Security

The Challenge:

e U.S. national security relies on our global leadership in science,
technology and industry—which provide the tools and people
that build the strongest military and civilian national security
organizations in the world.

e The U.S. continues to lead in business, science and academia—but
we are losing our edge while the rest of the world is catching up.

e The United States must begin working now to ensure our ability to
compete globally and maintain our skills in science, technology and
industry.

We are slipping. Yes, the United States still leads in nearly every way one can
measure, but that does not change the fact that the foundation on which this lead
was built is eroding. Our leadership in technology and innovation has benefited

from an infrastructure created by 50 years of continual investment, education and
research. We are no longer maintaining this infrastructure.

— American Electronics Association, 2005

The Current Approach:

e The ability of the United States to innovate in science and
technology has been the source of our prosperity, but declining
academic performance, a shift away from basic scientific research
and no viable policy to attract and retain highly educated
immigrants threaten our international competitiveness.

e America has reduced research funding in the physical sciences
critical to maintaining a technological edge, limiting our ability to
innovate and maintain long-term leadership in fields that are crucial
to national security.

e In the middle of the last century, the U.S. invested heavily in basic,
long-term research that helped improve our national security by
building the foundation of today’s weapons, aircraft, information
technology, missile defense and satellite systems. In recent
decades, however, the U.S. has not committed to similar research
approaches—instead demanding that research investments show an
immediate return.
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A New Approach:

e To maintain our global leadership, the U.S. should increase federal
government investment in physical sciences, engineering, math and
information science.

e America should improve education at all levels in math, science
and technology—through placing and rewarding good teachers in
the classroom, keeping their skills sharp and increasing Advanced
Placement science and math courses. Federal tuition assistance
should focus on students majoring in science, math, engineering
and technology.

e The U.S. should ensure that immigration policy attracts a high-
quality workforce and allows university-trained foreign students in
science, math and engineering to stay and work in the U.S. after
graduation.

“If you list the top problems that America has to deal with—the environment,
energy, national security, homeland security, the economy, water supplies
and to some degree health care—the answers are going to come from
engineers, not lawyers, bankers or accountants.”

— Norm Augustine, former Lockheed Martin Chairman & CEO, May 11, 2009

Frequently Asked Questions:

Why does international competitiveness matter in providing military
goods and services?

Maintaining our international competitiveness strengthens our economy
and helps the nation afford national security initiatives. In order to
ensure our ability to fight and win wars, we must have a robust private
sector and strong abilities in science, math, engineering and technology
to bring new ideas, equipment and innovations to our troops.

Why does immigration play a part in this?

Immigration is an essential component of innovation. Immigrants
add new ideas, hold more doctoral degrees in science and engineering
than Americans and obtain more patents. Having a highly educated
immigrant population that can study and work in the U.S. helps us
maintain our competitive edge.
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Business Executives for National Security

For over a quarter century, Business Executives for National
Security has been the primary channel through which American
business leaders can contribute their special experience and talent
to help build a more secure nation.

Founded in 1982 by business executive and entrepreneur Stanley
A. Weiss, BENS is guided by the simple notion that America’s
security is everybody’s business. Led by President and CEO
General Montgomery C. Meigs, U.S. Army (Ret.), and Board
Chairman and real estate executive Joseph E. Robert Jr., BENS

is a highly respected national, nonpartisan organization of senior
executives dedicated to enhancing our national security using the
successful models of the private sector.

BENS works cooperatively and at no cost with willing government
partners in the national security arena, including with the U.S.
Treasury and military on tracking terrorist finances; with the CIA
and Secret Service on human resources issues; and with the
Congress and the Pentagon on defense acquisition reform.

In the aftermath of 9/11, BENS launched a public-private
partnership model that is widely recognized as the best way that
local communities and states can harness the assets of the private
sector to address disaster planning and response.
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